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UK NACE

(UK National Authority for Counter-Eavesdropping)

Protect against technical espionage
and prevent your information and
premises from compromise, with
the assurance that comes from
using the world-leading UK NACE
The increasing sophistication of physical, electronic and cyber attacks
can put even the most protected security operations under threat. The
highly-trained and globally experienced professionals at UK NACE
provide the highest standards of security protection against the
threats of physical penetration and technical espionage.
Through staff education, technical security inspections, cyber
forensic investigations, advice on security weaknesses and
recommendations for appropriate protection - our team of
security cleared experts help you manage the risk of
hostile attack and provide assurance that your assets
are protected.

UK NACE

(UK National Authority for Counter-Eavesdropping)
Your service from FCO Services
Our staff are security cleared and
we are highly respected in the
public sector and internationally
as a trusted supplier for work to
the highest security standards.
Our long history and experience
means we have an unrivalled
understanding of your unique
requirements and through
risk-based evaluation and
recommendations we will
ensure an appropriate level
of protection for you, avoiding
unnecessary over-engineering
of technical solutions and
ensuring value for money.
We work with you to deliver
our service in a manner
and at a time that suits
your needs with minimal
disruption to your business.
Features
UK NACE can tailor a bespoke
service for your requirements,
based on the risk to your assets.
Our services include:
• Technical security
inspections – also known as
sweeps, provided on a oneoff or ongoing basis
• Technical security
construction supervision
– to ensure countereavesdropping protection
during new building works
• TEMPEST testing - to
ensure energy from IT or
other equipment is not
interpreted by eavesdroppers
• Security vulnerability
assessment – accompanied
by advice on how to improve
protection

www.fcoservices.gov.uk

• Security awareness education
– to improve staff knowledge
against threats and how to
counter them
• Technical surveillance
counter measures training
– using best practice
techniques and specialist
detection skills
• Radio countermeasures
– including spectrum
monitoring and radio
frequency testing to detect
any threats or vulnerabilities
• Secure speech and acoustic
testing – to ensure your
secure areas remain
uncompromised

• Technical integrity
assurance of high security
environments – including
reviewing access control,
intrusion detection and other
physical security systems
• WiFi consultancy,
testing and monitoring –
preventing unauthorised
or inappropriate use
• Cyber forensics and endpoint security – to ensure the
integrity of computers and
other devices

About UK NACE and FCO Services
UK NACE has more than 65 years of experience in detecting
and protecting against technical espionage attacks. Practising
its trade in the most hostile environments across the world. UK
NACE operates at the forefront of technology and works alongside
other global leaders in electronic counter-espionage. Its research
and development into security solutions to counter technical
eavesdropping attacks is also helping to ensure information
remains secure and protected globally.
UK NACE is managed by FCO Services, which is part of the
Foreign and Commonwealth Office and provides secure services to
its overseas network of 267 posts in 152 countries.
FCO Services have experience in dealing with the highest levels
of security threats and have a deep understanding of security
matters. We anticipate future challenges and develop solutions to
help our customers.
Our staff are vetted, highly trained and professionally qualified
with a huge wealth of experience. We have local knowledge on a
global scale, adapting our solutions to fit the local environment
and working in partnership with customers to deliver the solutions
they need.

For more information:
Call + 44 (0) 1908 515102 Email uknace@fco.gov.uk
Visit www.fcoservices.gov.uk
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