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Cyber Forensic Services - UK NACE
(UK National Authority for Counter-Eavesdropping)

The increasing sophistication of
cyber attacks can put even the most
protected security operations under
threat. The highly-trained and
globally experienced professionals
at UK NACE provide the
highest standards of forensic
investigation and analysis
against compromised
networks and end user
IT devices

Cyber Forensic Services - UK NACE
(UK National Authority for Counter-Eavesdropping)

Features
By reviewing and analysing
potentially compromised assets,
UK NACE is able to provide
bespoke cyber forensic services,
including:
• Forensic triage and analysis
on desktop, laptop, servers
and mobile devices –
specialised professionals
using forensically sound
techniques to assess whether
your device has been
compromised. Outcomes
can be admitted as evidence
to support investigations.
• Criminal and misconduct
analysis and investigation
– specifically trained
personnel supporting
law enforcement, using
techniques to find evidence
of criminal behaviour
and misconduct.
• Advanced malware
identification, containment
and analysis monitor, reverse and
eliminate malware.
• Network and wireless
traffic capture and analysis
– passively capture your
network and wireless
traffic to identify attack,
exploitation and risks.
• Vulnerability testing –
supporting best practice
by identifying weaknesses
and planning solutions.
• User awareness training
– tailored training to avoid
targeted threats, to change
behaviour and culture.
• Cyber device baseline
and comparison – baselining of hardware and
software before deployment
and analysis of any
changes upon return.

www.fcoservices.gov.uk

• Best practice consultations
– balancing expenditure with
the requirement for security
and asset protection.
• Data recovery – capability
to rebuild and recover
deleted and lost data.
• Technical security counter
measures of cyber
endpoints – comprehensive
endpoint analysis for the
operational environments.
• Physical and X-ray inspection
of digital devices – to identify
changes and modifications.
• Fully mobile – flexible
team which can be
deployed remotely.

All our services benefit from UK
NACE’s established professional
relationships for information
exchange and collaboration with
key stakeholders across UK and
foreign friendly governments.

About UK NACE and FCO Services
UK NACE has more than 65 years of experience in detecting
and protecting against technical espionage attacks. Practising
its trade in the most hostile environments across the world, UK
NACE operates at the forefront of technology and works alongside
other global leaders in electronic counter-espionage. Its research
and development into security solutions to counter technical
eavesdropping attacks is also helping to ensure information
remains secure and protected globally.
UK NACE is managed by FCO Services, which is part of the
Foreign and Commonwealth Office and provides secure services
to UK Embassies and Consulates in 152 countries.
FCO Services have experience in dealing with the highest levels
of security threats and have a deep understanding of security
matters. We anticipate future challenges and develop solutions to
help our customers.
Our staff are DV security cleared, highly trained and
professionally qualified with a huge wealth of experience. We
have local knowledge on a global scale, adapting our solutions
to fit the local environment and working in partnership with
customers to deliver the solutions they need.
For more information:
Call + 44 (0) 1908 515102 Email uknace@fco.gov.uk
Visit www.fcoservices.gov.uk
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